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Prime Minister

Office of the Prime Minister of the Netherlands
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2500 EA The Hague
Netherlands

30 August 2017
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Dear Prime Minister

After the recent worldwide cyberattacks the World Economic Forum contacted key government
agencies and international organizations such as INTERPOL as well as its member

communities They all acknowledged that global and coordinated action is needed The World

Economic Forum with the endorsement of its Board of Trustees will use Its trusted public private
platform to create a common effort to promote a more resilient and robust cyberspace

We will prepare the launch of the Global Cyber Centre with a meeting at the working level which

will lake place on 13to 14 November 2017atthe Forum s headquarters in Geneva Switzerland

We wU have the participation of 100 system relevant global companies at the meeting

We would like your government to be part of this Initiative Please let us know whom you would

like to nominate and we will provide this person with the relevant documentation including the list

of partidpants and the meeting programme

Yours

s^erely

k
Heag Global Cyber Centre

Member of the Executive Committee

Klaus Schwab

Founder and Executive Chairman
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invitation to a meeting on the establishment of the World Economic Forum

Global Cyber Centre

Coiogny^ Switzerland 13 14 November

m
4 ^

Venue Discussion items

This moGiing will be hold fii Wond Economic Forum

hendquarlers

Mission

The mission ol the Centre is lo oiler governments Forum

Ponners end internciliona orgshizaiton cigencies a unique

fiigiforrrt io permcOhenriy and eileoinjesy dim nish Ihe imoarr

of malicious aclivities on the web by addressing all Ihroats

from a public private parlnership porspec lwe

31 3rJ Rni ife de la Gaoite

1223 Cologny
Switzerland

Date Centre Activities

The Centre will manage multiple vvork strsAms and pro|ects
fhai will focus on the following Key themes all with the

goal of determinmg common measures that could enable

the public and private sectors to address cybersecLirUy

challenges

Monday t3 November 2017

Vr orking Dinner

15 00 21 00

iLicsday 14 Novenbor 2017

Workshop

09 00 17 00

1 Furthering the Implementation of ongoing Forum

EnitrativesThe discussions will be chaired by Klaus Schwab Founder

and Executive Chairman Wor d Economjc Forum and

Jean Luc Vez I lead of the Global Cyber Centre World

Economic Forurri fOjrecior Gei^eiai Swiss Fedeml Police

2001 2013

Recommendaticns for FttbiiC Private Parmershtp

aga nst Cybercrime 2016

Guidance on Public Private Information Sharrnci against

Cyberci ime 2G17

Advancing Cyber Resilience Principles and Too s lor

Boards {2017
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2 C ber Library and Practical Tools Assist regions that are cyber poor in the deveiopmeni
ol cyber strategies and or national cyber laws aunch

ideas connect wilh partners to buiid capacity in a

broader sense

The Centre aims to provicle a secure reference space

□n cyDersecunty reiateci issues anct a reliable source o

pragmatic optons for act on id proteci and defend against
cyber threats 5 Countering digital misinformation and media

manipuJation
The Lpbrary will provide a state oi the art repository or

Knowledge sharing and ideas The Centre wr i create a ne’Work tc identify research and

develop tactics tc counter digital misinformation and media

mampuiation tnreatsTools will include checklists and processes so that actors

can understand and implement processes and procedures
in cei iain instances Bring togemer experts across riisciptines to build

a deep understanding of information operation

campaigns tactics and defence

Develop a representative inter partner alert system to

predict potential campaigns and threats

Share knowledge across stakeholder groups

3 Think Tank

The Centre will partner with think lanks and academic

institutions to produce research at she forefront of

□ybersecurity developments Th^s will allow the Centre to

oermanehTly adapt ts mission and offering The Centre

will explore future cybersecurtty scenarios showing how

technology and the internet could porentiaKy impact society
These scenafios will serve as a dasis for mullistakeholder

discussions on how the pkibfic and private sectors could

collaborate to create tools and methods to manage tiiese

scenarios

During this meeting participants witl discuss

Centre activities identifying specific needs and

essential parts ol the Centre s value proposition

Oversight bodies exploring the options for an bptirna

governance system for the Centra which will be based

at the World economic Forum the international

oigai’fezalion for public private cooperation

Membership determining the optimaJ composmon of

Centre membership in the interesis of ensufing trusting
end efficient cooperaiion among members

Partnership identifying the experi groups and

insiitutions that could support the Global Cyber Canue

4 Creation of Protocols and Capacity Building

The Centre will equip stakeholders with the necessary tools

to successfully lackie cyber threats II v iil

Cc^iabprace with the Council of Europe lo update the

Budapest Convention which entered inio force m

2002 ’ c guide on how ii can be applied iQ Che radical y

different cyberseturiiy climate today

Galalyse inilialives developing innovative forms of

fogulalion

Conitacl

~or further questions and to confirm your organizatton s

pariicipalpn please contact

giobaicybercemre@weforum org
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